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(3) Compliance would reveal informa-
tion properly classified in the interest 
of national security; 

(4) Compliance would reveal con-
fidential commercial or financial infor-
mation or trade secrets without the 
owner’s consent; 

(5) Compliance would reveal the in-
ternal deliberative processes of the Ex-
ecutive Branch; or 

(6) Compliance would potentially im-
pede or prejudice an on-going law en-
forcement investigation. 

§ 5.49 Prohibition on providing expert 
or opinion testimony. 

(a) Except as provided in this section, 
and subject to 5 CFR 2635.805, Depart-
ment employees shall not provide opin-
ion or expert testimony based upon in-
formation which they acquired in the 
scope and performance of their official 
Department duties, except on behalf of 
the United States or a party rep-
resented by the Department of Justice. 

(b) Any expert or opinion testimony 
by a former employee of the Depart-
ment shall be excepted from 5.49(a) 
where the testimony involves only gen-
eral expertise gained while employed 
at the Department. 

(c) Upon a showing by the requestor 
of exceptional need or unique cir-
cumstances and that the anticipated 
testimony will not be adverse to the in-
terests of the United States, the appro-
priate Department official designated 
in § 5.44 may, consistent with 5 CFR 
2635.805, in their discretion and with 
the concurrence of the Office of the 
General Counsel, grant special, written 
authorization for Department employ-
ees, or former employees, to appear and 
testify as expert witnesses at no ex-
pense to the United States. 

(d) If, despite the final determination 
of the appropriate Department official 
designated in § 5.44, a court of com-
petent jurisdiction or other appro-
priate authority orders the appearance 
and expert or opinion testimony of a 
current or former Department em-
ployee, that person shall immediately 
inform the Office of the General Coun-
sel of such order. If the Office of the 
General Counsel determines that no 
further legal review of or challenge to 
the court’s order will be made, the De-
partment employee, or former em-

ployee, shall comply with the order. If 
so directed by the Office of the General 
Counsel, however, the employee, or 
former employee, shall respectfully de-
cline to testify. 

APPENDIX A TO PART 5—FOIA/PRIVACY 
ACT OFFICES OF THE DEPARTMENT 
OF HOMELAND SECURITY 

I. For the following Headquarters compo-
nents of the Department of Homeland Secu-
rity, FOIA and Privacy Act requests should 
be sent to the Departmental Disclosure Of-
fice, Department of Homeland Security, 
Washington, DC 20528. The Headquarters 
components are: 

A 

Office of the Secretary 
Office of the Deputy Secretary 
Office of the Under Secretary for Manage-

ment 

B 

Office of the General Counsel 
Office of the Inspector General 
Office of International Affairs 
Office of Legislative Affairs 
Office of Public Affairs 
Office of National Capital Region Coordina-

tion 
Office of Professional Responsibility 
Office for State and Local Government Co-

ordination 

C 

Directorate of Border and Transportation 
Security 

Directorate of Emergency Preparedness and 
Response 

Directorate of Information Analysis and In-
frastructure Protection 

Directorate of Science and Technology 
II. Requests made to components that have 

transferred or will transfer into the Depart-
ment of Homeland Security, should be sent 
as follows: 

A. Former components of the Department 
of Agriculture: 
1. Animal and Plant Health Inspection Serv-

ice, USDA, APHIS, LPA, FOIA, 4700 River 
Road, Unit 50, Riverdale, MD 20737–1232 

2. Plum Island Animal Disease Center; Sub-
mit request to the APHIS address above or, 
FOIA Coordinator, USDA-REE-ARS-Infor-
mation Staff, 5601 Sunnyside Avenue, Bldg. 
1, Room 2248, Mail Stop 5128, Beltsville, 
MD 20705–5128 
B. Former components of the Department 

of Commerce: 
1. Critical Infrastructure Assurance Office (A 

former office of the Bureau of Industry and 
Security); Freedom of Information Coordi-
nator, Bureau of Industry and Security, 
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Room 6883, U.S. Department of Commerce, 
Washington, DC 20230 

2. FIRESTAT (formerly the Integrated Haz-
ard Information System of the National 
Oceanic and Atmospheric Administration), 
National Oceanic and Atmospheric Admin-
istration, Public Reference Facility 
(OFAx2), 1315 East-West Highway (SSMC3), 
Room 10703, Silver Spring, MD 20910 
C. Former components of the Department 

of Defense: 
1. National Communications Service (A 

former component of the Defense Informa-
tion Systems Agency), Defense Informa-
tion Systems Agency, ATTN: RGC/FOIA 
Officer, 701 S. Courthouse Rd., Arlington, 
VA 22204–2199 
D. Former components and programs of 

the Department of Energy: 
The address for each component and pro-

gram listed below is: U.S. Department of En-
ergy, 1000 Independence Avenue, SW., Wash-
ington, DC 20585 

1. Energy Assurance Office 
2. Environmental Measurements Labora-

tory 
3. Nuclear Incident Response Team 
4. The chemical and biological national se-

curity and supporting programs and activi-
ties of the non-proliferation and verification 
research and development program. 

5. The life sciences activities related to mi-
crobial pathogens of Biological and Environ-
mental Research Program. 

6. The nuclear smuggling programs and ac-
tivities within the proliferation detection 
program of the non-proliferation and 
verification research and development pro-
gram. 

7. The nuclear assessment program and ac-
tivities of the assessment, detection, and co-
operation program of the international ma-
terials protection and cooperation program, 
and the advanced scientific computing re-
search program and activities at Lawrence 
Livermore National Laboratory. 

8. National Infrastructure Simulation and 
Analysis Center 

E. Former components of the Department 
of Health and Human Services: 

1. The address for each component and pro-
gram listed below is: Department of Health 
and Human Services, Freedom of Informa-
tion Officer, Room 645–F, Hubert H. Hum-
phrey Building, Independence Avenue, SW., 
Washington, DC 20201; 

a. Metropolitan Medical Response System, 
b. National Disaster Medical System, and 
c. Office of Emergency Preparedness 
d. Strategic National Stockpile 
2. Centers for Disease Control and Agency 

for Toxic Substances and Disease Registry, 
Attn: FOI Office, MS-D54, 1600 Clifton Road, 
NE., Atlanta, GA 30333. 

F. Former components of the Department 
of Justice: 

1. Immigration and Naturalization Service, 
Director, Freedom of Information/Privacy 
Act Program, Department of Justice, 425 Eye 
Street, NW., 2nd Floor, ULLICO Building, 
Washington, DC 20536 (for field offices, con-
sult your phone book). 

2. The address for each component and pro-
gram listed below is: Federal Bureau of In-
vestigation, Chief, FOIPA Section, 935 Penn-
sylvania Avenue, NW., Department of Jus-
tice, Washington, DC 20535–0001; 

a. National Infrastructure Protection Cen-
ter, 

b. National Domestic Preparedness Office, 
and 

c. Domestic Emergency Support Team. 
3. Office of Domestic Preparedness, U.S. 

Department of Justice, Office of Justice Pro-
grams, Office of the General Counsel, Atten-
tion: FOIA Staff, 810 7th Street, NW., Room 
5400, Washington, DC 20531. 

G. Former components of the Department 
of State: 
Visa Office, Information and Privacy Coordi-

nator, Office of Information Resources, 
Management Programs and Services, A/ 
RPS/IPS, SA–2, Department of State, 
Washington, DC 20522–6001, Re: Freedom of 
Information Act Request. 
H. Former components of the Department 

of Transportation: 
1. Federal Aviation Administration, National 

Freedom of Information Act Staff, ARC–40, 
800 Independence Avenue, SW., Wash-
ington, DC 20591 (for regional centers, con-
sult your phone book). 

2. Transportation Security Administration, 
TSA–1, FOIA Division, 400 Seventh Street, 
SW., Washington, DC 20590 

3. United States Coast Guard, HQ USCG 
Commandant, G-CIM, 2100 Second Street, 
SW., Washington, DC 20593–0001 (for dis-
trict offices, consult your phone book). 
I. Former components of the Department 

of Treasury: 
1. Federal Law Enforcement Training Cen-

ter, Freedom of Information Act Officer, 
Townhouse 389, Glynco, GA 31524 

2. U.S. Customs Service, Freedom of Infor-
mation Act Request, Mint Annex, 1300 
Pennsylvania Avenue, NW., Washington, 
DC 20229 (for field offices, consult your 
phone book). 

3. U.S. Secret Service, Freedom of Informa-
tion Act Request, 950 H Street, NW., Suite 
3000, Washington, DC 20223, e-mail 
FOIA@USSS.Treas.gov. Appeals should be 
addressed to the Deputy Director, United 
States Secret Service, Freedom of Infor-
mation and Privacy Act Appeal Officer, at 
these same contact points. 
J. Federal Emergency Management Agen-

cy: Federal Emergency Management Agency, 
Office of General Counsel, 500 C Street, SW., 
Room 840, Washington, DC 20472 (for regional 
offices, consult your phone book). 
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K. Former components of the General 
Services Administration: 

1. For the Federal Computer Incident Re-
sponse Center and the Federal Protective 
Service: Chief, FOIA Information Manage-
ment Branch, GSA (CAIM), 1800 F Street, 
NW., Washington, DC 20405 (for regional of-
fices, consult your phone book). 

APPENDIX B TO PART 5—PUBLIC READ-
ING ROOMS OF THE DEPARTMENT OF 
HOMELAND SECURITY 

The Headquarters components of the De-
partment of Homeland Security do not main-
tain a conventional public reading room. 
Records that are required to be in the public 
reading room are available electronically at 
http://www.dhs.gov/FOIA. 

Entities that will transfer into the Depart-
ment of Homeland Security maintain public 
reading rooms as follows: 

1. Former components of the Department 
of Agriculture: 

Animal and Plant Health Inspection Service 
Library, 4700 River Road, Riverdale, MD 
20737–1232 

Plum Island Animal Disease Center, the 
APHIS address above or, USDA-ARS, 5601 
Sunnyside Avenue, Building 1, Room 2248, 
Beltsville, MD 20705–5128 
2. Former components of the Department 

of Commerce: 

The Critical Infrastructure Assurance Of-
fice (A former office of the Bureau of Indus-
try and Security) does not maintain a con-
ventional public reading room. Records that 
are required to be in the public reading room 
are available electronically at http:// 
www.bis.doc.gov/FOIA/Default.htm 

FIRESTAT (formerly the Integrated Haz-
ard Information System of the National Oce-
anic and Atmospheric Administration), 
NOAA Public Reference Facility, 1305 East- 
West Highway (SSMC4), Room 8627, Silver 
Spring, MD 20910 

3. Former components of the Department 
of Defense: 

The National Communication Service (A 
former component of the Defense Informa-
tion Systems Agency) does not maintain a 
conventional public reading room. Records 
that are required to be in the public reading 
room are available electronically at http:// 
disa.mil/gc/foia/foia.html 

4. Former components and programs of the 
Department of Energy: 

The address for each component and program 
listed below is: U.S. Department of Energy; 
1000 Independence Avenue, SW., Wash-
ington, DC 20585 

Energy Assurance Office 
Environmental Measurements Laboratory 
Nuclear Incident Response Team 

The chemical and biological national secu-
rity and supporting programs and activities 
of the non-proliferation and verification re-
search and development program. 

The life sciences activities related to mi-
crobial pathogens of Biological and Environ-
mental Research Program. 

The nuclear smuggling programs and ac-
tivities within the proliferation detection 
program of the non-proliferation and 
verification research and development pro-
gram. 

The nuclear assessment program and ac-
tivities of the assessment, detection, and co-
operation program of the international ma-
terials protection and cooperation program, 
and the advanced scientific computing re-
search program and activities at Lawrence 
Livermore National Laboratory. 

The National Infrastructure Simulation and 
Analysis Center 

5. Former components of the Department 
of Health and Human Services: 

For the Metropolitan Medical Response 
System, the National Disaster Medical Sys-
tem, and the Office of Emergency Prepared-
ness please contact the Freedom of Informa-
tion Act Officer at: Department of Health 
and Human Services, Freedom of Informa-
tion Officer, Room 645–F, Hubert H. Hum-
phrey Building, Independence Avenue, SW., 
Washington, DC 20201 

Strategic National Stockpile, Centers for 
Disease Control and Agency for Toxic Sub-
stances and Disease Registry, 1600 Clifton 
Road, NE., Room 4103, Building 1, Atlanta, 
GA 30333 

6. Former components of the Department 
of Justice: 

Immigration and Naturalization Service, 
111 Massachusetts Avenue, NW., 2nd Floor, 
ULLICO Building, Washington, DC 20536 

For the National Infrastructure Protection 
Center, the National Domestic Preparedness 
Office, and the Domestic Emergency Support 
Team: Federal Bureau of Investigation, 935 
Pennsylvania Avenue, NW., Department of 
Justice, Washington, DC 20535–0001 

Office of Domestic Preparedness, U.S. De-
partment of Justice, Office of Justice Pro-
grams, 810 7th Street, NW., Room 5430, Wash-
ington, DC 20531 

7. Former components of the Department 
of State: 

Visa Office, Department of State, 2201 C 
Street, NW., Washington, DC 20520 

8. Former components of the Department 
of Transportation: 

Federal Aviation Administration, 800 Inde-
pendence Avenue, SW., Washington, DC 20591 

Transportation Security Administration, 
400 Seventh Street, SW., Washington, DC 
20590 

United States Coast Guard Headquarters, 
2100 Second Street, SW., Washington, DC 
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20593–0001 (for district offices, consult your 
phone book). 

9. Former components of the Department 
of Treasury: 

The Federal Law Enforcement Training 
Center does not maintain a conventional 
public reading room. Records that are re-
quired to be in the public reading room are 
available electronically at http:// 
www.fletc.gov/irm/foia/readingroom.htm 

U.S. Customs Service, 1300 Pennsylvania 
Avenue, NW., Washington, DC 20229 (for a 
list of field office public reading rooms 
please consult 19 CFR 103.1). 

U.S. Secret Service, Main Treasury, 1500 
Pennsylvania Avenue, NW., Washington, DC 
20220 

10. Federal Emergency Management Agen-
cy: 

Federal Emergency Management Agency, 
Federal Center Plaza, 500 C Street, SW., 
Room 840 Washington, DC 20472 (for regional 
offices, consult your phone book) 

11. Former components of the General 
Services Administration: 

For the Federal Computer Incident Re-
sponse Center and the Federal Protective 
Service: Central Office, GSA Headquarters, 
1800 F Street, NW., (CAI), Washington, DC 
20405 (for regional offices, consult your phone 
book). 

PART 7—CLASSIFIED NATIONAL 
SECURITY INFORMATION 

Sec. 
7.1 Purpose. 
7.2 Scope. 
7.3 Definitions. 
7.11 Authority of the Under Secretary for 

Information Analysis and Infrastructure 
Protection. 

7.21 Classification and declassification au-
thority. 

7.31 Mandatory review for declassification 
requests. 

AUTHORITY: 5 U.S.C. 301; 6 U.S.C. 122; E.O. 
12958, 60 FR 19825; 3 CFR, 1995 Comp., p. 333; 
E.O. 13142, 64 FR 66089, 3 CFR, 1999 Comp., p. 
236; 32 CFR part 2001. 

SOURCE: 68 FR 4074, Jan. 27, 2003, unless 
otherwise noted. 

§ 7.1 Purpose. 
The purpose of this part is to ensure 

that information within the Depart-
ment of Homeland Security (Depart-
ment) relating to the national security 
is classified, safeguarded, and declas-
sified pursuant to the provisions of Ex-
ecutive Order 12958, as amended, and 
implementing directives from the In-
formation Security Oversight Office of 

the National Archives and Records Ad-
ministration (ISOO). 

§ 7.2 Scope. 

(a) All employees granted access to 
classified information by the Depart-
ment are governed by this part, and by 
the standards in Executive Order 12958, 
as amended, any other applicable Exec-
utive Order, and directives promul-
gated under those Executive Orders. If 
any portion of this part conflicts with 
any portion of Executive Order 12958, 
as amended, or any other applicable 
Executive Order, the Executive Order 
shall apply. The provisions established 
by this subpart shall apply to each 
component of the Department, includ-
ing all Department components that 
are transferred to the Department, ex-
cept to the extent that a Department 
component has adopted separate guid-
ance with regard to classified national 
security information and access. 

(b) This part applies to non-con-
tractor personnel, to include state and 
local officials, and contractor per-
sonnel who are entrusted with classi-
fied national security information 
originated within or in the custody of 
the Department. 

(c) This part is independent of and 
does not affect any classification pro-
cedures or requirements of the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq.). 

(d) This part does not, and is not in-
tended to, create any right to judicial 
review, or any other right or benefit or 
trust responsibility, substantive or 
procedural, enforceable by a party 
against the United States, its agencies 
or instrumentalities, its officers or em-
ployees, or any other person. 

§ 7.3 Definitions. 

The terms defined or used in Execu-
tive Order 12958, as amended, and the 
implementing directives in 32 CFR part 
2001, are applicable to this part. 

§ 7.11 Authority of the Under Sec-
retary for Information Analysis and 
Infrastructure Protection. 

The Under Secretary for Information 
Analysis and Infrastructure Protection 
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